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Introduction 
 

Media distribution is broken.  

 

Movies, ebooks, software – all are distributed using a paradigm from the 20th century: that the creator has, for 

the greater part, control over who receives the content, and that unlicensed duplication and distribution is 

difficult and rare enough to be managed. We are still treating digital good like physical goods, including how 

we try to protect them.  

 

However, in the 21st century, this concept is dangerously outdated. Sensitive and valuable digital assets are 

copied with impunity, and distributed globally. Media creators have little recourse once files are shared on the 

Internet, because the prolific sharing happens largely anonymously, and often outside jurisdictions where 

owners can enforce media rights.  

 

This whitepaper, produced by the founders of Custos Media Technologies (a blockchain-based content 

protection firm solving the piracy problem for media owners and distributors), will explore:  

- the global scale of digital piracy;  

- the strengths and weaknesses of various anti-piracy tools and tactics;  

 

 
  1 

 

https://custostech.com/


 

- the taxonomy of media identification methods such as fingerprinting and forensic watermarking;  

- the limitations of traditional digital rights management (DRM); and 

- why the future of intellectual property protection is in decentralised leak detection. 

 

Aliquip andouille frankfurter tail. Aute laborum sed excepteur et short loin culpa. In culpa ball tip irure. Mollit ex 

jerky shankle venison est. Nostrud ribeye esse, turducken prosciutto ea jowl kevin sed aliquip 
 

 

 

Netflix has over 118 million subscribers over 190 countries. They have been experiencing unseen growth for 

an entertainment company since 1997. They boast over 6,494 movie titles and 1,069 TV series on their U.S. 

catalogue alone – which they are able to stream to users instantly anywhere in the world – in what can only 

be described as a technological marvel. The leaders in global media distribution, however, are pirates. Napster 

made media downloads available worldwide in 1999. Bittorrent was created in 2001, and allowed for file 

sharing without requiring heavy infrastructure. The first Pirate Bay server in 2003 was a normal home PC.  

 

In 2005 when YouTube uploaded their first video, and Netflix was still delivering DVDs, sharing over the 

BitTorrent network accounted for over 25% of all web traffic.  
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The Pirate Bay works in all countries, and is frequently first-to-market with the latest titles.  

 

Piracy is still the market leader in media distribution, and the rise of streaming video on demand (SVOD) 

platforms is not a threat to this market dominance. In 2017 the largest pirates sites had more than 300 

billion site visits, an increase of 3.1% YoY. This compares to Netflix which only had 109 million subscribers 

worldwide at the time. If each Netflix subscriber visited a pirate site every day of the year, it would still be 

under 40 billion site visits.  

 

Equating The Pirate Bay or BitTorrent to piracy is frequently 

done by the media, but in truth, the piracy ecosystem is diverse 

and distributed. As was seen with the shutdown of one of the 

most popular torrent tracking sites, KickassTorrents, the 

ecosystem can react and evolve around attacks on it. (See the 

Custos whitepaper on the Anti-Fragility of the Piracy 

Ecosystem).  

 

While a freshly leaked blockbuster title can spread across the 

globe within hours, local sharing communities can be insular 

and idiosyncratic.  

 

A recent documentary highlighted how physical storage is 

used to pirate content in the infrastructure-poor Cuba. In other 

infrastructure-poor countries, pirated movies will be available 

from street vendors long before it reaches any form of digital 

distribution channel. In South Africa, DC++ is well known by 

students, and media sharing is facilitated within academic 

intranets. In Japan, which has some of the most stringent laws 

against piracy, the focus is on anonymity, and services based 

on Perfect Dark allow users to easily mask their IP address.  
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Seeding groups are on the forefront of the piracy ecosystem, and each has their own culture and rules. For the 

most elite groups, only an invite from an insider will get you in. Once in, a seeding-to-leeching ratio needs to 

be maintained. Groups compete for new releases, and early leaks can circulate within these closed groups for 

weeks before they reach the public piracy sites where scanning services can detect and index them.  

 

 
While piracy has evolved and diversified over time, the approaches to combating piracy have remained fairly 

stagnant. The three entities typically targeted in any attempt to combat piracy are: 

 

1. pirate downloaders, 

2. sharing platforms, and 

3. pirate uploaders. 

 

The efficacy and limitations of these approaches will be discussed in turn.  
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-Pirate Downloaders- 

In fighting piracy, the main objective is to convert pirate downloaders to paying customers. At first glance, this 

anti-piracy target therefore seems logical, but in reality it is not only ineffective in combating piracy (as will be 

discussed below), but can also damage the relationship between fans and creators. 

 

The main approach to attack pirate downloaders are: 

 

1. Identify infringing content 

2. Identify the downloader 

3. Contact the downloader 

4. Threaten legal action 

5. (Optional) Drive the downloader to legitimate distribution channels 

 

Typically, the downloader is identified by their IP address. There are two problems with this approach. The 

first is the weak link between IP addresses and identities, and the second are the roll-out of personal 

information privacy laws which are being established in most countries. Legal precedent has denied the link 

between IP addresses and identities of copyright infringers in Washington, Florida, California, and recently in 

the US Ninth Circuit Court of Appeals. 

 

These programs typically need to contact thousands of infringers, which poses two problems. The first is that 

such broad targeting requires automation, which does not necessarily take into account to whom these 

notices are sent. There was a media uproar after a 9 year-old girl was targeted for downloading music. This 

can lead to considerable brand damage.  

 

The second problem is that pirates realise that legal action against the thousands of downloaders is not a 

credible threat. The rights holders have neither the incentive nor the finances to bankroll all these lawsuits. 

Some companies capitalise on the minority, or notice recipients who do not realise the folly of the lawsuits, 

and attempt to extract small cash settlements via internet service providers. This approach has had limited 

success.  
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Piracy platforms are where downloaders go to find content. Services can be categorised as download 

services, streaming services, or linking services.  

 

Download services host content and make them available for download. This includes services such as the 

now-defunct MegaUpload, but any cloud storage provider can be used to store and serve content. This makes 

it hard to attack these services, as was seen in the case against MegaUpload – a cloud service that provided 

online storage to anyone for any data. This could include nefarious content, such as pirated material, but also 

legitimate content such as documents and photos. These platforms provide a legitimate and valuable service 

to legitimate consumers, and as such are protected under Safe Harbour provisions, with some caveats.  

 

Streaming platforms are typically more purpose-built, which would lead one to suspect that attacking these 

sites would be effective at stopping piracy, but the evidence suggests otherwise. Streaming piracy is actually 

increasing, with these sites attracting less sophisticated pirates through their easy-to-use interface.  

 

Linking services like torrent sites do not host or serve content directly, but rely on third-party storage services 

or peer-to-peer sharing. These sites are notoriously hard to take down, with The Pirate Bay famously touting a  
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hydra head following a recent takedown attempt, with various mirrors and domains at their disposal. 

Authorities have started targeting the individuals behind these sites rather than the sites themselves, as with 

the successful takedown of KickassTorrents in 2016. These attacks give the appearance of progress, but 

these victories are short lived. Following the shutdown of the site, searches for The Pirate Bay shot up. 

 

-Pirate Uploaders- 

The limitations of the other anti-piracy targets is the very 

nature of digital media, specifically the ease of copying and 

distributing it. Once the proverbial genie is out of the 

bottle, it is impossible to put back. The best way to fight 

piracy is to stop the spread at the source. The approaches 

here can be grouped into forensics and digital rights 

management (DRM).  

 

Forensics focus on identifying a pirate uploader, as with 

the pirate downloaders, in order to take legal action 

against them. This is as much about punishing past 

infringers, as it is about deterring potential future 

infringers. 

 

DRM attempts to stop pirates from spreading content, 

either through technical or social means. So-called hard 

DRM uses technical means to limit reproduction.  

 

Unfortunately, hard DRM has an inherent limitation, since 

any media that can be viewed or heard by a human, can 

also be re-captured in digital form (the so-called “analog 

hole”). It remains popular, however, not for its efficacy in 

stopping piracy, but for the fact that circumventing it 

opens infringers to criminal prosecution according to the 

DMCA.  
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The Analog Hole 

The “analog hole” refers to the final link in any video or audio transmission which must always 

be in analog form: the sound that reaches the human ear, or the light that reaches the human 

eye. Even if media is kept completely secure up to the point where it appears on a screen and 

played on a speaker, from that point onward it can always be re-captured using a good video 

camera and microphone. 

 

Consequently, hard DRM can never guarantee that content will not be pirated. However, it 

does have its place as part of a comprehensive approach to content protection. Strong DRM 

prevents casual or accidental copying and sharing of content, but a dedicated attacker can 

bypass the DRM. Combined with session-based forensic watermarking, attackers can be 

positively identified, and may be criminally liable for bypassing the content protection. This 

makes the combination of DRM and watermarking a powerful piracy deterrent. 

 

The bigger problem, as with the visible watermarking, is that this approach has a negative 

impact on the end users' experience. Subscriber video-on-demand (SVOD) services 

increasingly appreciate that ease of use is a major consideration for their customers. In fact, 

researchers find that ease of use is what is driving customers away from piracy to these 

services. A pirated video can be played on any device, and easily moved between devices. 

Although legal VOD services have come far in terms of ease of use, this is still a glaring 

limitation when compared to illicit alternatives.  

 

Social DRM does not need to attempt to force end-users not to share their content, because it 

places an incentive on them that is meant to outweigh any incentive they would have to share 

the content. This is particularly powerful when the relationship with the end-user is sensitive 

and important, as with reviewers or competition judges.  
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The disincentive, particularly, is the probability-weighted expectation of being caught 

multiplied by the 'cost' to them if they were caught (see the Custos white paper on the 

economics of piracy). If this outweighs the potential gain they could get from leaking the 

content, they are unlikely to do it. The majority of leaks of mainstream media come from what 

should be trusted parties – industry insiders and competition judges – rather than from 

nefarious hackers. These individuals stand to lose their careers if caught, which makes this a 

powerful disincentive.  

 

 

Given that targeting the source of piracy (the uploader) provides a way to stop piracy at its source, and given 

hard DRM’s inherent limitation, it is worth delving deeper into forensic approaches to combat piracy. The next 

section will present an overview of digital forensic watermarking, and novel approaches to detect media leaks 

when they do occur. 

 

-A Brief Taxonomy of Media Identification- 
 

In order to trace illicit redistribution of digital media files, it must be possible to automatically recognize digital 

media – either the media title itself, or the individual copy that was licensed to a particular recipient. 

 

Watermarking vs Fingerprinting 
 

When digital content is identified without modifying the original media, it is referred to as fingerprinting. In the 

same way as a human fingerprint is a compact way of recognizing the identity of a single individual, a 

fingerprint is a compact representation of a larger media file. For example, if a digital fingerprint is generated 

for the movie The Lion King, it can be used to detect copies of the same movie online or in file sharing 

networks. To detect whether a given movie is a copy of The Lion King, a fingerprint is generated for that movie 
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too. That fingerprint can then be compared to the original fingerprint – if they are identical, the movie is a copy 

of The Lion King. 

 

Ideally, a digital fingerprinting technique can measure similarity: If a copy of The Lion King is slightly modified, 

it will produce a fingerprint that is similar (but not identical) to the original fingerprint, by some measure of 

similarity. 

 

The advantage of using fingerprinting in content identification, is that the original media does not need to be 

modified in any way. The disadvantage, however, is that a fingerprint cannot help the user distinguish 

between different copies of the same title. For example, fingerprinting could be used to identify a video found 

online as The Lion King, but it will not be possible to determine whose copy of the movie was leaked. 

 

Fingerprinting is used by services such as YouTube's Content ID, which helps the service determine when 

copyrighted material is uploaded from accounts that do not have the rights to redistribute it. This is one major 

use case  of fingerprinting – to efficiently find unlicensed use of media. Another use case is Automatic Content 

Recognition (ACR), where apps like Shazam use fingerprints of music to identify a song that is playing. 

 

Unlike fingerprinting, watermarking is the intentional modification of a media file to add information to it, such 

as the identity of a recipient. The information added to the media is called the watermark’s payload. 

 

Further, digital watermarks can be divided into those with payloads that are human-readable (visible 

watermarks) and those that can only be read by computers (forensic watermarks). Visible watermarks may be 

used to provide ancillary information about media (e.g. the edit version) or identify the intended recipient (e.g. 

to display the name of a screener reviewer). The latter is often seen in Oscar screeners, which may be marked 

with the receiving Academy member’s name. Forensic watermarks are used in a similar way, but are intended 

not to be perceptible by the human eye. 

 

For media rights management, a watermark that identifies the intended recipient is most relevant. Each copy 

that is distributed is embedded with a unique payload that is associated with the intended recipient. This can 

either be their name or some identifier that is associated with them. Visible and forensic watermarks are often 

both included in videos. On the one hand, embedding a visible watermark with someone's name can be a 

powerful and visible indication that the person will be associated with a leak. That said, this is a blunt 
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instrument that does not allow for a nuanced approach to dealing with rights infringers. The same deterrent 

effect can be achieved by adding a visible notice that the video contains personally identifiable information. 

See the case study below on how Custos eliminated screener piracy below using this technique.  

 

What to look for in a forensic watermark 

The following characteristics are desirable for forensic watermarks: 
 

1. Imperceptibility: A forensic watermark should not be audible or visible. To a human, a 

forensically watermarked media object should be indistinguishable from the 

unwatermarked original. 

2. Robustness: Even if an attacker knows that a media object is watermarked, it should 

be infeasible to remove the watermark without unacceptably damaging the host 

media in the process. 

3. Capacity: A good forensic watermark is capable of storing a large payload, as 

measured in bits of information. 

4. Security: It should be infeasible for an attacker to modify the payload of the 

watermark, or create a falsely watermarked media object. 

5. Efficiency: It should take as little computational time as possible to embed and extract 

the watermark into and from a media object. 

 

Note that it is always possible to remove a forensic watermark if the media is damaged 

sufficiently – one could reliably remove a video’s watermark by making all pixels in all frames 

black. However, this would render the video unusable. A practical measure of robustness is 

the extent to which media must be damaged to no longer make the watermark readable. 

 

If an attacker damages a media file until the watermark decoder software can no longer read 

the payload, this does not imply that the payload information has been destroyed. For 

example, for a certain type of watermark, a slight rotation of the video may be enough to make 
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the extraction process fail. However, by realigning the video, the watermark would be 

extractable again. In general, it is very difficult for an attacker to know that all embedded 

information has irretrievably been removed from a media object. 

 

The robustness of visible watermarks in video is limited and proportional to the negative 

impact on the viewing experience. The position of a visual watermark (even one that moves 

across the screen) is trivial for software to detect. Once a visible watermark is detected, it can 

be destroyed by blurring out the relevant area.  

 

Robustness can be increased by increasing the relative size of the watermark, which would 

require blurring out a larger section of the movie to break the watermark.  

 

Forensic watermarking is quickly becoming ubiquitous in the industry, but it is not new. 

Analog watermarks date back to the 13th century, when they were first applied to paper 

documents. Subaudible tones used for synchronization in film strip projectors in the 1970s are 

an early example of audio watermarks used in other types of media. However, digital 

watermarking was first introduced in 1993 and was used to embed information into images. 

Philips launched their session-based forensic video watermark in 2007, which made it 

possible to embed viewer information directly in a pay-TV subscriber’s set-top box. Since 

then, the use of session-based forensic watermarks have become a common way to track the 

source of infringed content. 

 

Because forensic watermarks do not have the requirement of being 

readable by humans, they have various valuable features: 
 

1. They do not need to deteriorate the viewing experience. 

2. They can be hard to detect for someone who wants to destroy it.  

3. They is hard to know when it has been destroyed.  

4. They can be spread over the screen and frames.  
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Reading a Custos Watermark 

Custos provides a session-based forensic video watermark that is specifically designed to be 

readable by a publicly available extractor tool. The watermark is built to be highly 

imperceptible (even in high dynamic range content), robust against the most destructive 

attacks like heavy video compression and “cam ripping”, and very fast to embed. It also has an 

exceptionally high payload capacity of 256 bits. 

 

An application called Privateer is used to extract the watermark. After the video is 

downloaded, Privateer scans the video file frame-by-frame and builds up the payload. 

Forward error correction is used to repair damage caused by potential attacks. 

 

For a watermark to be read reliably, “video registration” needs to be performed first, which is 

the reversal of clipping, rotation, time scale adjustment, and other reversible transforms. 

Independent software tools are available to do this, and Custos’ use of “bounty hunters” who 

voluntarily scan for watermarked content, puts “humans in the loop” who can intelligently 

reverse attacks to successfully read the watermark to claim a reward. 

 

This poses a major improvement over visible watermarking. If a copy of a movie is found 

online, it can be traced back to the intended recipient, and this person can be prosecuted, 

excluded from future distribution, or otherwise sanctioned. The real power, however, is not as 

much in the tracking of infringement as in the deterrent effect that this so-called “social DRM” 

has on would-be pirates.  

 

This social part of the DRM that plays into the incentives of would-be pirates is also the 

feature that sets it apart from conventional hard DRM in terms of appeal – both to end users 

and rights holders. Hard DRM attempts to block redistribution of content by technical means. 

This can be anything from copy protection on physical media, to web players that do not allow 
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you to record the screen. The problem with this approach in terms of protecting against piracy 

is that sophisticated pirates will always be able to circumvent it. The analog hole means that 

any media that is meant for human consumption can be copied. It might be difficult, but it is 

possible, and only a single attacker needs to succeed at it for copies to start proliferating 

across the internet. 
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-The Hard Limits of Soft DRM- 
 

The limitation to watermarking is the ability to detect infringing copies once a leak happens. Increasing the 

probability of detection increases the disincentive of leaking pirated material. For this disincentive to be 

effective there needs to be a credible threat of detection, and this is the limitation of conventional 

watermarking. 

 

As discussed above, the piracy ecosystem is global and 

nuanced. Identifying a potential leak over public sharing sites, 

release groups, streaming sites, closed networks and the dark 

web is a massive undertaking.  

 

Public sites such as The Pirate Bay make it easy for users to 

search and find pirated content. Research done by Custos 

shows, however, that newly pirated content spends an 

average of two weeks on non-public sites before it lands on 

public sites. Finding content on non-public sites is difficult for 

the following reasons: 

 

Non-indexed sites 
Search engines such as Google make it easy for anyone to 

find content online. They do this by having web crawlers 

index everything online that it can reach. There is a limit to 

what it can index, though. It cannot, for example, index 

someone’s email inbox, a Facebook account, or a company or 

campus intranet. As a rule of thumb, any service that requires 

a user to log in to use, is part of the “deep web” and not 

indexable by a search engine. This also includes all private 

piracy sites. A content owner would typically need a human 

to search these sites for any infringed content.  
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Membership 
For most private piracy sites you can only get access through an invitation from a current member. Some 

communities will do background checks on members specifically to keep authorities and anti-piracy 

companies out.  

 

Legal Barriers 
Some private sharing sites take it one step further than just requiring an invite – they require members to 

maintain a seeding ratio (seeding refers to making a file available on a peer-to-peer file sharing protocol such 

as BitTorrent). The most relaxed of these requirements only block members from downloading content if they 

are not contributing by seeding content. The most stringent sites require members to contribute copyrighted 

content to remain a member – those that do not contribute are kicked off. A detection service will not be able 

to meet these requirements, and as such will not be able to find infringed content until a member leaks the 

content outside the community. 

 

Closed Networks 
Academic institutions frequently have closed intranets for use by students and staff. These can be hotbeds for 

piracy but are closed to access from the outside. For locally produced content, Custos’ research shows that 

content can be shared in these networks for years without being uploaded to public sites.  

 

Adaptation  
The biggest limitation to piracy detection is the constant arms race with the pirates themselves. Sophisticated 

pirates are intelligent, educated and highly motivated to remain undetected. If an attack vector is identified, 

they adapt. If a site is compromised, it is closed and a new one is created.  

 

Spread 
The internet is big. The global mainstream sites are well known, but each territory and market has its own 

unique culture and prefered technological platforms of choice. As media distribution goes global, so does 

piracy. Piracy detection needs to be present in not just every territory content is distributed to, but in every 

territory where content is consumed.  
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All these factors make it costly and hard to detect piracy. Automated scanning can only get a rights holder so 

far, and human agents might not even be able to reach the depths of the internet or even know where to look.  

 

-Decentralising Detection- 
 

In an ideal world, it would be possible to place agents in all pirate networks, that would then act to detect and 

identify pirated material. This would mean rapid detection wherever piracy occurs. For the reasons discussed 

above, it is impractical to infiltrate these networks for any single player – the scope is just too large.  

 

But what if everyone could be a piracy detection agent? What if it were possible to turn every single pirate in 

every network into a potential informer? This is what Custos does. Custos uses blockchain technology to 

create a decentralised network of global agents that detect and identify pirated material.  

 

-Case Study:- 
-How Custos uses Forensic Watermarks- 
-to Protect Screeners-  
 

How Custos Has Reduced Piracy from 60% to 0.06% using Decentralised Detection 

 

Revenue lost to online piracy will nearly double between 2016 and 2022 to hit at least $51.6 billion, 

according to 2017’s Online TV Piracy Forecasts report.  

 

Depending which market film and television producers and distributors operate within, anywhere between 20 

and 60% of pre-release screener content will be leaked online. Custos Media Technologies has recently 

proven one technology’s ability to take that number down to zero, in markets it has entered in North America, 

Japan, India, the United Kingdom, and South Africa.  

 

Custos’s flagship product is its blockchain-based, patented watermarking technology, available as an API 

integration service for digital content protection. Clients who wish to protect video, audio, eBooks, or 
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documents can integrate with Custos’ API to register, assign, and monitor media items – with minimal impact 

on their existing workflow.  

 

The API provides a simple way to protect digital content, without resorting to hard DRM technologies. It 

achieves this by imperceptibly marking each copy of a video entrusted to a recipient, for example, with a 

unique, imperceptible watermark that directly identifies the recipient, should that content be leaked online.  

 

The team at Custos also constantly scans the public web and dark web for protected content that could be 

leaked, and cultivates a community of “bounty hunters” that can find pirated content in the hard-to-reach 

corners of the internet, notifying us of infringements by claiming the cryptocurrency bounties embedded in the 

patented watermarks. 

 

Deterring leaks is what the technology is intended to do. The fact that it adds tracking technology to each 

copy is meant to instil a credible threat of detection on any would-be pirate.  

 

“ 
Zero leaks from over 140,000 movies exceeded even our own expectations 

about how effective the technology would be. Our main market is for pre- or 

early release movies, where you expect between 20–60% of titles leaked. We 

effectively stopped early stage piracy. 
- Fred Lutz, Custos COO 

 

” 
In June 2018, various white-labeled versions of Custos’ VOD archiving and distribution platform (hosted on 

AWS infrastructure and deployed across four continents) had collectively protected over 180,000 screener 

copies from being pirated - through only the threat of decentralised leak detection, using blockchain-based 

tracking technology.  
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Decentralised detection is the final part of the puzzle that has been lacking to make social DRM effective. 

Without decentralised detection, global coverage is not possible. Without global coverage, there is no credible 

threat of detection.  

 

 

 

 

There are other watermarking technologies, and Custos even uses some of those in its process, depending 

on the media type, but none of them uses cryptocurrencies and the anonymity of blockchain-based 

technology to solve the leak detection problem. In that sense, Custos is offering a unique value proposition 

to clients: the technology can detect leaks quickly and cheaply, using a decentralised detection model. 

 

Custos is the first company in the world to use blockchain technology to catch a pirate red-handed.  

 

This is big news both to the blockchain and media industries.  
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Custos is currently scaling in the film industry, and has started pilots in the ebook and document protection 

markets. Companies interested in using its technology to protect media assets from online piracy, can 

reach Custos using the details below. 
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